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Data Poisoning

• Training distribution (empirical): µ

• Poisoning distribution (empirical): ν

• Poisoning fraction: ϵd =
|ν|
|µ|

• The mixed distribution: χ ∝ µ+ ϵdν
– ϵd = 0, standard training
– ϵd = ∞, unlearnable examples

• Algorithmic Recourse

Example:

|µ| = 10000, |ν| = 300, ϵd = 3%

M. Hardt et al. “Algorithmic Collective Action in Machine Learning”. In: International Conference on Machine Learning. 2023.
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https://proceedings.mlr.press/v202/hardt23a.html


Bilevel Formulation

max
ν∈Γ

L(µ̃;w∗)

s.t. w∗ = argmin
w

F(µ+ ϵdν;w)

• Attacker: crafts poison data ν, possibly subject to constraint Γ
• Defender: re-trains model w over mixed data χ ∝ µ+ ϵdν
• Incur losses L and F, resp., e.g., cross-entropy
• Attacker has full information (not realistic but not a problem for now)

W. Liu and S. Chawla. “A game theoretical model for adversarial learning”. In: IEEE International Conference on Data Mining Workshops.
2009, pp. 25–30.

L. Muñoz-González et al. “Towards Poisoning of Deep Learning Algorithms with Back-gradient Optimization”. In: Proceedings of the 10th
ACM Workshop on Artificial Intelligence and Security. 2017, pp. 27–38.

W. R. Huang et al. “Metapoison: Practical general-purpose clean-label data poisoning”. In: NeurIPS. 2020, pp. 12080–12091.

P. W. Koh et al. “Stronger Data Poisoning Attacks Break Data Sanitization Defenses”. Machine Learning, vol. 111 (2022), pp. 1–47.

Y. Lu et al. “Indiscriminate Data Poisoning Attacks on Neural Networks”. Transactions on Machine Learning Research (2022).
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https://ieeexplore.ieee.org/abstract/document/5360532
https://doi.org/10.1145/3128572.3140451
https://proceedings.neurips.cc/paper/2020/hash/8ce6fc704072e351679ac97d4a985574-Abstract.html
https://doi.org/10.1007/s10994-021-06119-y
https://openreview.net/forum?id=x4hmIsWu7e
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Some Comparisons: ϵd = 3%

Model
Clean Label Flip Min-max i-Min-max BackGrad TGDA
Acc Acc/Drop Acc/Drop Acc/Drop Acc/Drop Acc/Drop

LR 92.35 90.83/1.52 89.80/ 2.55 89.56/2.79 89.82/2.53 89.56/2.79±0.07

NN 98.04 97.99/0.05 98.07/-0.03 97.82/0.22 97.67/0.37 96.54/1.50±0.02

CNN 99.13 99.12/0.01 99.55/-0.42 99.05/0.06 99.02/0.09 98.02/1.11±0.01

Model
Clean Label Flip MetaPoison TGDA

Acc Acc/Drop Time Acc/Drop Time Acc/Drop Time

CNN 69.44 68.99/0.45 0 hrs 68.14/1.13±0.12 35 hrs 65.15/4.29±0.09 42 hrs
ResNet-18 94.95 94.79/0.16 0 hrs 92.90/2.05±0.07 108 hrs 89.41/5.54±0.03 162 hrs

Y. Lu et al. “Indiscriminate Data Poisoning Attacks on Neural Networks”. Transactions on Machine Learning Research (2022).
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https://openreview.net/forum?id=x4hmIsWu7e
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Parameter Corruption vs. Data Poisoning

max
∥w−wc∥≤ϵw

F(µ;w)

• Directly overwriting model w: less practical
• Twin of adversarial examples (that optimize µ but fix w = wc)

Model
Clean TGDA GradPC

Acc. Accuracy/Drop ϵw = 0.5 ϵw = 1

LR 92.35 89.56 / 2.79 (ϵw = 2.45) 69.80 / 22.55 21.48 / 70.87
NN 98.04 96.54 / 1.50 (ϵw = 0.55) 76.51 / 20.03 31.14 / 66.90
CNN 99.13 98.02 / 1.11 (ϵw = 0.74) 73.24 / 24.78 12.98 / 86.15

X. Sun et al. “Exploring the vulnerability of deep neural networks: A study of parameter corruption”. In: Proceedings of the AAAI
Conference on Artificial Intelligence. 2020.
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https://ojs.aaai.org/index.php/AAAI/article/view/17385


Example: Logistic regression

ℓ(z;w) = log(1 + exp(−w⊤x̃)),

whose gradient (w.r.t. w) is: g(x̃) = − 1
1+exp(w⊤x̃)

x̃.

On direction w, for any distribution ν we have

−W (1
e
) = inf

t

−t
1+exp(t)

≤ ⟨w,g(ν)⟩ ≤ sup
t

−t
1+exp(t)
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t

⟨w,g(ν)⟩

−W (1e) ≈ −0.28
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Transition Threshold

• Recall model poisoning reachability:

g(µ;w) + ϵd · g(ν;w) = 0

• Taking inner product with w:

⟨w,g(µ)⟩︸ ︷︷ ︸
can be ∞

+ϵd · ⟨w,g(ν)⟩︸ ︷︷ ︸
≥−0.28

= 0

• Thus, for

ϵd < τ :≈ max{ ⟨w,g(µ)⟩
0.28

, 0}

any poisoning attack can not reach target model w!
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Definition: Model Poisoning Reachability

We say a target parameter w is ϵd-poisoning reachable if there exists some poisoning
distribution ν such that

g(χ;w) = g(µ;w) + ϵdg(ν;w) = 0,

i.e. the parameter w has vanishing gradient (w.r.t. loss ℓ) over the mixed distribution
χ ∝ µ+ ϵdν.

Definition: Gradient Canceling Attack

min
ν

1
2
∥g(µ) + ϵdg(ν)∥22 → min

ν̂

1

2

∥∥∥g(µ) + ϵd ·
1

nϵd

nϵd∑
j=1

∇wℓ(zj;w)
∥∥∥2

2
,

where zj = (xj, yj) are individual data samples.

P. W. Koh et al. “Stronger Data Poisoning Attacks Break Data Sanitization Defenses”. Machine Learning, vol. 111 (2022), pp. 1–47.
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https://doi.org/10.1007/s10994-021-06119-y


How Competitive is Gradient Canceling (GC)?

• GC is much more effective than baseline methods

• When ϵd = τ , GC roughly achieves the target parameters

Dataset
Target Model Clean Acc GradPC Gradient Canceling TGDA

ϵd 0 0 0.03 0.1 1 ϵd = τ 0.03 0.1 1

MNIST
LR 92.35 -70.87 (τ=1.15) -22.97 -63.83 -67.01 -69.66 -2.79 -4.01 -8.97
NN 98.04 -20.03 (τ=2.48) -6.10 -9.77 -12.05 -19.05 -1.50 -1.72 -5.49
CNN 99.13 -24.78 (τ=0.98) -9.55 -20.10 -23.80 -23.77 -1.11 -1.31 -4.76

CIFAR-10 ResNet-18 94.95 -21.69 (τ=1.29) -13.73 -16.40 -18.33 -19.98 -5.54 -6.28 -17.21

TinyImageNet ResNet-34 66.65 -24.77 (τ=1.08) -13.22 -16.11 -20.15 -22.79 -4.42 -6.52 -14.33
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